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Description 

METHOD AND SYSTEM FOR OPPORTUNISTIC LOCKING 
IN A NETWORKED COMPUTER SYSTEM 

5 

Field of the Invention 

This invention relates to the field of 
computer networks and, more specifically, to a method 
and means for improving the speed and performance of a 
10 networked computer system. 

Background of the Invention 

Computer networks are a well-known computer 
architecture wherein users of the network are typically 

15 located in many diverse locations. Computer networks 
are adapted for use with independent computer systems, 
each having local file storage capability, as well as 
diskless terminal-type systems wherein master files are 
stored on a single file server. 

20 One popular use for distributed computer 

systems is database management. In a multiuser 

environment, it is important that all users of the 
database have access to current information as each user 
of the system is permitted to make changes to the 

25 database at will. Therefore, database files are 
typically resident on a single-system file server. When 
accessing a database with remote workstations, the 
remote workstations typically issue requests to the 
system file server to retrieve the desired information. 

3 0 As an entry in the file is updated or modified, the new 
information is sent from the workstation to the file 
server so that all "clients" in the system have access 
to current information. For example, in mulituser 
database applications, many clients have access to all 

35 records in the database. If a client reads and updates 
a record, and a second client reads the same record 
before the master file is updated, each client will have 
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inconsistent versions of the same record. Most database 
applications include some provision to avoid the problem 
of inconsistent data. Typically, while operating in a 
sharing mode, a client issues a request to open and lock 
5 specified records in the database. The specified 

records are then read and modified. The modified 
records are then written to the master file on the 
server and the records are then unlocked and closed. 
While the records are locked, no other client has access 

10 to the record. While this technique prevents 

inconsistent data, the process of opening, locking, 
reading, writing, closing, and unlocking files or 
records may result in as many as eight messages across 
the computer network. 

15 In many computer networks, it is common for 

only a single user to be using the network at any one 
time and inconsistent data is not possible. In this 
situation, the process of opening, locking, reading, 
writing, unlocking, and closing files or records results 

20 in wasted time and increased system overhead. 

The present invention overcomes the above- 
mentioned problem by allowing network workstations to 
automatically operate in an opportunistic locked 
exclusive mode when files are only used by single 

25 clients and by automatically switching to a conventional 
sharing mode when file data is required by multiple 
clients. In the opportunistic locked exclusive mode, 
files or records are processed and cached locally, thus 
eliminating a large portion of network messaging 

30 traffic. If another client requires access to the file, 
the locally cached data is written to the file server, 
and the system reverts to sharing mode operation. 

Summary and Objects of the Invention 
35 In summary , the present invention contemplates 

a method and means for improving the performance of 
distributed computer systems including a file server and 
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a plurality of remote workstations. In operation, a 
request is issued from one of the remote workstations to 
open a file or record resident on the file server in a 
sharing mode. The system of the present invention 
automatically converts the sharing mode request into a 
request to open the file or record in an opportunistic 
locked exclusive mode. The file server then determines 
whether the requested file or record has been opened by 
another workstation . ' if the file or record is not 
currently open, the file or record is opened" in the 
opportunistic locked exclusive mode and the file or 
record is processed and cached locally in a system 
workstation. if the file or record is already open, the 
file is opened in the conventional sharing mode. if the 
file or record opened in the opportunistic locked 
exclusive mode is requested by another client, the 
locally cached data is written to the file server and 
the system reverts to the conventional sharing mode. 
The system of the present invention is also compatible 
with conventional exclusive mode operation which may be 
manually requested by a client. 

Accordingly, it is an . object of the present 
invention to provide a method and means for improving 
the performance of a networked computer system. 

It is another,, object of the present invention 
to eliminate the system overhead of workstations 
operating in a sharing mode when -file services are only 
required by a single „ workstation at a given point in 
time . 



It is another object of the present invention 
to provide a method and means for automatically 
switching workstations between an opportunistic locked 
exclusive mode and a sharing mode based on the number of 
users requiring access to files resident on a file 
3 5 server . 

It is another object of the present invention 
to provide opportunistic exclusive locked mode operation 
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which is transparently available to application programs 
without modification of the application program. 

Brief Description of the Drawings 
5 These and other objects may be fully 

understood through the detailed description below and 
the accompanying drawings in which: 

Figure 1 is a diagram of a typical local area 
network system. 

10 Figure 2 is a more detailed diagram of the 

system of Figure 1-. 

Figure 3 is a flow diagram detailing the 

operation of the file server of the present invention 

when opening file server files. 
15 Figure 4 is a flow diagram which describes the 

operation of the workstations of the present invention 

when requesting a file to be opened in the OPlocked 

exclusive mode. . 

Figure 5 is a flow diagram which describes the 
20 operation of the workstations of the present invention 

when the OPlocked exclusive mode operation must be 

terminated. 

Detailed Description of the Invention 

25 While the, principles of the present invention 

may be applied to virtually any distributed computer 
system, the present invention is particularly adapted 
for use with local area network (LAN) systems of the 
type shown in Figure l.. LAN- systems are particularly 

3 0 adapted for multiuser applications, one example of which 
are database management systems. In the system 100, a 
file server 102 provides file services to a plurality of 
remote workstations 104, 106, 108 and 110. While the 
system 100 is shown with four workstations, those 

35 skilled in the art will appreciate that LAN systems are 
adapted for use with virtually any number of 
workstations. Furthermore, the system 100 is shown with 
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each workstation directly coupled to the file server 
102. The present invention is adapted for use with all 
types of networked systems regardless of the method used 
to interface the file server and workstations. In the 
5 context of the present invention, users of the LAN 
system are referred to as clients - and file services 
refers to various file management tasks such as opening , 
updating and closing files. In the context of the 
present invention, the terms "file" or "files" refers to 

10 any collection of information or data regardless of size 
or whether the information or data is merely a portion 
or subset of a larger collection of information or data. 
The principles of the present invention may be applied 
to any collection of information accessed in a 

15 distributed manner. 

A more detailed diagram of the system 100 is 
shown in Figure 2. While the present invention is 
described herein in the context of a LAN system, the 
principles of the present invention may be applied to 

20 any type of distributed computer system* The present 
invention is adapted to operate with many known LAN 
systems and the LAN system 100 is preferably modelled 
after the well known LAN architecture described in ISO 
specification ISO 7498, entitled "Open Systems 

25 Interconnection - Basic Reference Model . " LAN system 
principles are also T described in a text: Tannebaum, 
"Computer Networks," Prentice-Hall , Inc., 1981, ISBN-0- 
13-165183-8. The LAN system principles described in the 
above-mentioned publications are well known to persons 

3 0 of ordinary skill in the art. Briefly, however, The 
file server 102 comprises a server process 2 02 which 
cooperates with a kernel 204 to receive, generate and 
process system requests.- The kernel further cooperates 
with a mechanism 206 which provides storage for system 

35 files. The kernel 204 communicates with the network 
through a redirector 208 and a transport 210. * The 
redirector 2 08 and transport 210 are responsible for 
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monitoring message traffic on the LAN, for communicating 
LAN messages to the kernel 2 04 and server process 2 02, 
and for packaging and returning messages or data from 
the kernel 204 and server process 202 to the LAN. 
5 The file server 102 is coupled to LAN 

communication lines 212 through a LAN interface 214, 
The LAN interface converts the messages and data 
processed by the file server 102 into a form consistent 
with the communications protocol of the LAN network. 

10 One such LAN protocol is Ethernet. A plurality of 
workstations 104, 106, 110 are further coupled to LAN 
communication lines through LAN interface devices 216, 
218, and 220, respectively. Each respective workstation 
comprises a transport 222, a redirector 224, a kernel 

15 226 and application programs 228. It is anticipated 
that each workstation used with the LAN system is 
capable of independent or local operations as well as 
being able to access and modify files resident on file 
server 102. 

20 In prior LAN systems, workstations are 

operated in a sharing, mode wherein all files are 
maintained on a file server, and are accessible to all 
clients simultaneously, or in an exclusive mode wherein 
files, or portions thereof, are transferred from the 

25 file server to the workstation for local processing. In 
the sharing mode, workstations issue requests to the 
file server to open and lock files or records resident 
on the file server. The .... file server responds by 
verifying the transaction and sending the requested data 

30 back to the workstation. The data is then modified by 
the workstation and then immediately written back to the 
file server. This is followed by an instruction from 
the workstation to unlock and close the file. 
Therefore, in the sharing mode, every time a record is 

35 modified by a workstation, as many as eight messages may 
be communicated between the workstation and the file 
server. This model is based on the assumption that many 
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workstations may be working with a single file at the 
same time and thus, all portions of the file must be 
maintained at a single location, i.e., the file is 
typically resident on the file server so that all 
clients in the system have access to the most recent 
modifications to file records. While individual records 
are being modified by clients, they are temporarily 
locked to prevent inconsistent data. 

In the exclusive mode of prior systems, 
clients may manually instruct the file server to open a 
file exclusively, and deny access to all other users. 
The file (or portions of the file) is then transferred 
to the workstation requesting the file where it remains 
until the client closes the file and returns it to the 
15 file server. While this eliminates the need for 
communicating with the file server while operating in 
the exclusive mode, no other client in the system has 
access to the file while in this mode. Therefore, file 
access is provided on a first come, first served basis 
20 and many important file service requests may be denied. 
While the present invention is disclosed as an 
improvement to operating systems, the principles of the 
present invention are "equally applicable to cooperating 
application systems. Furthermore, since the present 
25 invention "may be incorporated in an operating system, 
existing applications may employ the present invention 
without modification of' the application. 

In most LAN networks, the probability that a 
file is being modified only by a single user is quite 
30 high, but multiuser application problems must be written 
to assume multiple users. Therefore', the communication 
between a single workstation and the file server when 
operating in the sharing mode results in wasted time and 
increased system overhead. However, if a client opens a 
35 file in the exclusive mode, important file service 
requests from other clients may be denied. The present • 
invention overcomes this problem by providing 
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workstations which are ■ adapted to operate in three 
modes: an opportunistic locked (OPlocked) exclusive 
mode, a sharing mode and a conventional exclusive mode. 
For the purpose of simplifying the explanation of the 
5 operation of the present- invention, the explanation 
herein refers to the transfer of files. Those skilled 
in the art will, appreciate that complete files are 
rarely transferred and in most applications, only 
portions of files are actually transferred between the 

10 file server and the associated workstations. 

As in prior systems, in the sharing mode it is 
assumed that a plurality of users may be modifying 
records in a single file simultaneously and the master 
file is not moved from the file server. In the OPlocked 

15 exclusive mode of the present invention, a single file 
(or a portion thereof) may be transferred to a 
workstation to be processed and cached locally and the 
file is automatically OPlocked. When the user is 
completed with the file, the updated file is then 

20 returned to the file server. However, if another 
workstation requests file services on an Oplocked file, 
the file server sends a message to the workstation 
currently owning the file to return the updated file to 
the file server and to revert to a sharing mode. 

25 The present invention eliminates the problem 

of denying access to locked files while providing the 
advantages of exclusive mode operation by allowing 
automatic exclusive mode operation as long as no other 
clients require file services for that file. In yet 

30 another aspect of the present invention, when a 
workstation requests sharing mode file services for a 
file, a sharing mode request is converted into a request 
for operation in the Oplocked exclusive mode. The file 
server then determines whether the file is currently 

35 open. If not, the file server opens the file in the 
Oplocked exclusive mode, even if exclusive mode 
operation is not requested by the client Application. 
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Therefore, file services are efficiently provided to 
clients in a manner which is totally transparent to the 
client. The present invention is totally compatible 
with the manual exclusive mode operation of prior 
5 systems. While the present invention is illustrated as 
a modification to workstation and file server operating 
systems, those skilled in the art will appreciate that 
the present invention could also be implemented within 
cooperating application programs* 
10 The following pseudo-code describes the 

operation of the present invention. 

Workstation: 

15 If file open request is for sharing_mode then 
send server request for open with OP lock 
else (open is for exclusive mode) 

send server a normal open request 
OPlock does not apply 

20 

When the server returns the open request the server 
indicates if the file has been Oplocked. 

If the file was not Oplocked then 
25 proceed as normal for a sharing mode open 

else (the file is Oplocked) 

Treat the file as an exclusive open. 



30 



35 



The workstation can" per form: 

(a) read ahead, write behind, lock caching, etc. 

(b) Any operation that could previously only be 
used by an exclusive open is used on an Oplocked 
exclusive open. 

While the file is Oplocked, the server may 
dynamically disallow the Oplocked status if file 
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services are requested by another workstation. This is 
done by sending a break_oplock message from the server 
to the workstation that has the file Oplocked. 

5 When a break_oplock message is received: 

If the workstation has the file open: 

a) flush any write_behind data to the server 

10 b) flush any cached locks to the server 

c) invalidate any read ahead data 

d) send an oplock_broken message to the server 

The workstation still has the file open. 
15 However, the workstation can't use any of the buffering 
algorithms (read ahead, etc) until the workstation 
reverts to an Op locked mode. 

If the workstation receives a break_oplock 
message for a file that is not opened , it is assumed 
20 that the workstation's, close of the file crossed the 
break^oplock message on the communication lines and the 
break_pplock message is ignored. 

Server: 

25 

When the server receives an open with OPlock 
request: 

1) if this is the first client opening the file, 
3 0 the OPlock request is granted. 

2) if this is the second client requesting an open 
of the file, and the first client has the file Oplocked, 
the file server sends a break OPlock message to the 

35 workstation holding the Oplocked file. This workstation 
then sends any write_behind data and any cached locks to 
the server. This data is followed by an oplock_broken 
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message. After the oplock_broken message is received by 
the server, the server .sends the second client an open 
but not oplocked response. 

5 The workstation holding the OPlock is not 

required to respond with a break OPlock message. Instead 
the workstation may simply respond by closing the file. 
In this case the second client will now be the only 
opener and will receive the OPlock. 

10 

3) If any other opens are received while a break 
OPlock is in progress, these open requests are queued 
until the break OPlock operation is complete. At this 
time they will be processed as normal though steps l and 
15 2. The result will be sending opened but not Oplocked 
responses to any open that was pending. 

where: 

20 read ahead data: In accordance with the principles of 
the present invention, if a client requests, for 
example, ten bytes of data, a workstation local buffer 
is set up, i.e., 4K in size, and 4K of data is read into 
the local buffer. The buffer is set up in the 

25 workstation redirector with the expectation that the 
user will eventually need this data. The next time a 
request for the data is made, it can be handled locally 
without accessing the file server. This is used in the 
exclusive mode and the Oplocked exclusive mode. 

30 

write behind data: In accordance with the principles of 
the present invention, if the client writes or saves 
small amounts of data it is stored in a workstation 
local buffer until buffer is full. Once the buffer is 
3 5 filled, the data is transmitted to the server. This is 
used in the exclusive mode and the Oplocked exclusive 
mode. 
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lock caching: The system of the present invention 

tracks locks placed on a file locally. If it is known 
that a file is OPlocked, the request is not sent to the 
5 file server. If in the sharing mode, the locked bytes 
are sent to the file server. .. When in the sharing mode 
an application may make a call to lock certain bytes 
while they are being modified. For example, in the 
sharing mode, locked requests are sent to the file 

10 server to get certain records to modify. Once the 
records sore modified, the records are send back to the 
file server with .an unlock request. File lock and 
unlock requests are a feature of the well known MS-DOS 
operating system as well as many other operating 

15 systems. 

cached locks: locks that are present locally in a 
workstation and haven't been sent to the file server. 
In other words, the client believes the locked range is 
20 locked. 

The OPlocking process of the present invention 
is further described in conjunction with Figures 3-5. 
Figure 3 is a flow diagram of the operation of the file 

25 server portion of the system operating in accordance 
with the principles of the present invention. As will 
be discussed below, the present invention is adapted for 
use with the Server Message Block (SMB) protocol 
developed by Microsoft, Intel and IBM. For the purposes 

3 0 of the discussion below, SMBs refer to message packets 
sent between the server and workstations over the LAN 
communication lines. The process 3 00 is invoked when an 
open file SMB is received from a system workstation as 
indicated by item 3 02. The open file SMB includes a 

35 request to open the file in the OPlocked exclusive mode. 
Control then passes to decision 3 04 to determine whether 
the requested file has already been opened by another 
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workstation- If not, item 3 06 is invoked to generate an 
SMB granting the file open request in a exclusive 
OPlocked mode. 

SMB requests typically include a desired 
5 operation such as open, as well as another operation 
such as a request to read a designated block of data. 
For example, an SMB request may be a request to open and 
read, open and write, read and lock, etc. Tbe SMB 
message returned then returns the SMB instruction along 
10 with the file handle and the requested data. The 
present invention is directed primarily to the opening 
and closing of files and the mode in which files are 
opened. Therefore, the additional information contained 
in an SMB packet is not further discussed herein. Once 

15 a return SMB is generated in item 3 06, the SMB is sent 
to the requesting workstation via the LAN communication 
lines. If the requested file is currently open, control 
passes to decision 3 08 to determine whether tbe open 
file is OPlocked. If not, control is passed to item 318 

20 to generate a "grant normal open" SMB. If decision 3 08 
determines the file is OPlocked, control is passed to 
decision 3 09 to determine whether a break_oplock 
function is in process. If so, control is passed to 
item 317 to wait until* the break_oplock process is 

25 complete. Once complete, control passes to decision 
316, then to item 318 to " generate a grant_normal_open 
SMB. If decision 309 determines a break_oplock function 
is not in process, control is passed to item 310 to 
generate and send a "break oi»lock" SMB to the original 

30 file opener. Control then passes to item 312 to wait 
for a reply SMB. The reply SMB is received by item 314 
wherein the reply may consist of any combination of 
cached locks, write behind data or a close instruction. 
Control then passes to decision 316 to determine whether 

3 5 the SMB contained* a file close instruction. If so, 
control returns to item 302. If not, control is passed 
to decision 304 described above. 
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Figure 4 is a flow diagram which describes the 
operation of the workstations of the present invention 
when requesting a file to be opened in the OPlocked 
exclusive mode. The routine 4 00 is invoked whenever a 
5 client requests operation in a sharing mode as indicated 
by item 402. Control then passes to item 404 wherein 
the workstation redirector converts this request to a 
request to open a file in the exclusive OPlocked mode, 
generates the appropriate SMB and sends the SMB to the 

10 file server via the LAN communication lines. Control 
then passes to item 406 wherein the workstation waits 
for a reply. Once a reply is received, control passes 
to item 407 to decode the SMB message from the server. 
Decision 408 then determines whether the OPlock request 

15 was granted. If not, control passes to item 410 wherein 
the file is open in a normal non-buffered mode. Control 
then passes to loop 412 which comprises item 414 and 
decision 416. Item 414 is invoked to perform system I/O 
until the file is closed. Decision 416 determines 

20 whether the file is closed. If decision 416 determines 
that the file is not closed, control loops back to item 
414. If decision 416 determines the file is closed, 
control passes to item 418 which indicates the file is 
closed.' 

25 If decision 4 08 determines OPlock was granted, 

control passes to item 420 which indicates the file is 
open in the OPlocked exclusive mode. Control then 
passes to item 422 which allows buffered operations such 
as read ahead, write behind and lock caching. Loop 424 

3 0 is then invoked. * Loop 424 comprises item 424, which 
performs buffered I/O on the open file until it is 
closed. Decision 428 determines whether the file is 
closed. If decision 428 determines that the file is not 
closed, control loops back to item 422. If decision 428 

35 determines the file is closed, control passes to item 
418, which indicates the file is closed. Note: loop 
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42 4 can be modified if an asynchronous break_oplock 
request (detailed in Figure 5) is received. 

Figure 5 is a flow diagram which describes the 
operation of the workstations of the present invention 
5 when the OPlocked exclusive mode operation must be 
terminated. The process 500 is invoked when a 

break_oplock SMB is received from the file server as 
indicated by item 502. Decision 504 then determines 
whether the referenced file is open- If not, the 

10 break_oplock SMB is ignored in item 506. If the 
referenced file is open, control passes to item 508 
which transmits any write behind data and cached locks 
to the server and which invalidates any read ahead data. 
Control then passes to item 510 which transmits an 

15 oplock_broken SMB to the file server to indicate OPlock 
is broken and the workstation reverts to the sharing 
mode in item 512 by changing the file status to operate 
ih a non-buffered I/O mode. 

Based on the description above, it will be 

20 readily apparent to those of ordinary skill in the art 
that the present invention may be implemented with any 
of a number of well known LAN protocols- However, the 
present invention is particularly adapted for use with 
the Server Message Block (SMB) file sharing protocol. 

25 The SMB file sharing protocol is described in detail in 
a' document "Microsoft Networks /OpenNET File Sharing 
Protocol," Intel part Number 138446, Microsoft Corp., 
1985 , attached hereto as Appendix I, and a document 
" SMB File Sharing Protocol Extensions," Microsoft Corp., 

30 1988, attached hereto as Appendix II, both of which are 
incorporated herein by reference. References to the 
OPlocking technique of the present invention may be 
found in Appendix II, pp. 3, 4, 46-48 and 51-58. It 
should be noted that the references to the present 

35 invention is the document attached hereto as Appendix II 
were printed less than one year prior to the filing date 
of the present application. 
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In summary, a method and means for improving 
the performance of a distributed computer system has 
been described. In accordance with the principles of 
the present invention, a distributed computer system 
5 comprises a plurality of workstations and a file server. 
The workstations of the present invention . are adapted to 
operate in a sharing mode, an exclusive mode and an 
OPlocked exclusive mode. In the sharing mode and 
exclusive mode, the workstations of the present 

10 invention operate in a conventional manner. However, in 
the Oplocked exclusive mode, requests for opening file 
server files in the sharing mode are converted 
automatically into requests for opening files in the 
Oplocked exclusive mode. If the requested file has not 

15 already been opened by another workstation, the file 
open request is granted for Oplocked exclusive mode 
operation wherein the file or portions of the file are 
transferred from . the file server to the requesting 
workstation where it is cached and processed locally. 

20 If another workstation generates a request to open an 
oplocked file, the workstation holding the file open in 
the Oplocked exclusive mode transfers its cached data 
back to the file server and reverts, to the conventional 
sharing mode. Accordingly, other uses and modifications 

25 of the .present invention, will be readily apparent to 
persons of ordinary skill in the art without departing 
from the spirit and scope of the present invention. All 
of such uses and modifications are intended to fall 
within the scope of the appended claims. 

30 
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Claims 

1. An improved local .area network comprising: 
file server means for providing file services to a 

plurality of clients wherein said file services include 
storing files and providing access to said files for reading 
and modifying said files; - 

a plurality of remote workstations wherein said 
remote workstation includes means for locally processing and 
caching data and further wherein said workstations are 
adapted for operation in sharing, exclusive and Oplocked 
' exclusive modes; 

means for automatically opening files . in said 
Oplocked exclusive mode when one of said remote workstation 
request access to file server files and no other remote 
terminal currently has the requested file open; and 

means for reverting from said Oplocked exclusive 
mode to said sharing mode if another workstation requests 
access to a file opened in said Oplocked exclusive mode, 

2. A method of improving system performance ^in a 
local area network including a ' file server and a plurality 

•of remote workstations,, comprising- the steps of: 

(a) issuing a request from one of said remote 
workstations to open a file resident on said file server in 
a sharing mode; 

(b) automatically converting said sharing mode 
request into a request to open said file in an Oplocked 
exclusive mode; 

(c) determining whether the requested file has 
been opened by another workstation; 

(d) opening said file in an Oplocked exclusive 
mode if said requested file is not currently open; 

(e) opening said file in a sharing mode if said 
said requested file is currently open; and 
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(f) reverting to said sharing mode if said file 
is opened in said Oplocked exclusive mode and the file is 
requested by another of said workstations. 

3. A method of improving system performance in a 
local area network including a file server and a plurality 
of remote workstations, comprising the steps of: 

(a) means for issuing a request from one of said 
remote workstations to open a file resident on said file 
server in a sharing mode; 

(b) means for automatically converting said 
sharing mode request into a request to open said file in an 
Oplocked exclusive mode; 

(c) means for determining whether the requested 
file has been opened by another workstation; 

(d) means for opening said file in an Oplocked 
exclusive mode if said requested file is not currently open; 

(e) means for opening said file in a sharing mode 
if said said requested file is currently open; and 

(f) means for reverting to said sharing mode if 
said file is opened in said Oplocked exclusive mode and the 
file is requested by another of said workstations • 
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